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Why is Know Your Customer (KYC) 
Important?

Various requirements of the EAR are dependent upon a person’s 
knowledge of the end-use, end-user, ultimate destination, or other 
facts relating to a transaction or activity. These provisions include 
the nonproliferation-related “catch-all” sections and the prohibition 
against proceeding with a transaction with knowledge that a 
violation of the EAR has occurred or is about to occur. 
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Questions to Ask

• Is my customer listed on a U.S. Government proscribed list?

• Is this a normal transaction/does the transaction make sense?

• Are there any red flags?
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Basic Red Flags

• The customer or purchasing agent is reluctant to offer information about 
the end-use of a product.

• The product’s capabilities do not fit the buyer’s line of business/buyer has 
little or no business background.

• The product ordered is incompatible with the technical level of the country 
to which the product is being shipped.
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Basic Red Flags

• The customer is unfamiliar with the product’s performance characteristics 
but still wants the product.

• Routine installation, training, or maintenance services are declined by the 
customer.

• A freight forwarding firm is listed as the product’s final destination.
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Addressing Red Flags

• Don’t self-blind

• Employees need to know how to handle “Red Flags”

• Reevaluate all the information after the inquiry
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BIS Identification of Parties/Transactions of 
Concern
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Consolidated Screening List (CSL) is 
a list of parties for which the United 

States Government maintains 
restrictions on certain exports, 

reexports, or transfers of items. The 
list consists of multiple export 

screening lists of the Departments of 
Commerce, State, and Treasury and is 

updated daily.

https://www.trade.gov/data-
visualization/csl-search

Consolidated Screening List (CSL)

https://www.trade.gov/data-visualization/csl-search
https://www.trade.gov/data-visualization/csl-search


Red Flag: Transshipments & Reexports

9

Example:

An exporter cannot bypass the U.S. embargo against Iran by shipping an 
item to a distributor in the United Kingdom and asking the distributor to 
transship the item to a customer in Iran. Under U.S. law, this would be
considered an export to Iran, even though it does not go directly to that 
country, and both the U.S. exporter and the United Kingdom distributor 
could be liable for violating U.S. law.



Best Practices for Resale/Reexport

• Determine ECCN of product and applicable restrictions, provide to your customer.

• Research your customer using all available information. Request an end-use 
certification from your customer, retain copies of all documents and 
communications.

• Exercise caution if you cannot resolve any red flag indicators – seek an export 
license or advisory opinion, refrain from the transaction, notify BIS Export 
Enforcement.
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• Ensuring that the transaction, transportation, and the Electronic Export 
Information (EEI) filing in 15 CFR 758.1 are consistent with the license or license 
exception. 

• Retaining records as required in 15 CFR 762, including documentation to support 
the information reported to the AES, communications, shipping documents, 
licenses, and other documents related to the shipment.

https://www.bis.gov/freight-forward-guidance
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Freight Forwarder Guidance and Best Practices

https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C/part-758/section-758.1
https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C/part-762
https://www.bis.gov/freight-forward-guidance


• Exporter/U.S. Principal Party of Interest (USPPI) routinely omits required EEI 
data elements, especially ECCN/EAR99 and license authorization type.

• Power of Attorney or other written authorization to file is not provided.

• Transaction is paid for and/or arranged by a company in a country different than 
the destination of the export and with no apparent connection to the transaction.
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Exporter Red Flags for Freight Forwarders



• Forwarder does not provide EEI filing report upon request.

• EEI filings made by forwarder on behalf of the exporter/USPPI routinely contain 
inaccurate information.

• Forwarder routinely uses exporter/USPPI information for AES filings the 
exporter/USPPI did not authorize.

https://www.census.gov/foreign-trade/aes/ace-export-reports.html
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Freight Forwarder Red Flags for Exporters

https://www.census.gov/foreign-trade/aes/ace-export-reports.html


Joint Alerts

14

Issued more than a dozen joint alerts/advisories/compliance notes with 
Treasury, State, Justice, and Homeland Security

• Iran’s Unmanned Aerial Vehicle-related Activities 

• Iran Ballistic Missile Program

• Voluntary Self-Disclosures

• Evasion of Export Controls Globally

• “Know Your Cargo” 

• Obligations of Foreign-Based Persons



BIS Issued Guidance
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• Guidance to Industry on BIS Actions Identifying Transaction Parties of 
Diversion Risk

• Guidance to Financial Institutions on Best Practices for Compliance with 
the EAR

• Export Compliance Resources for Academic Institutions
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BIS Resources:  Online Guidance 

KYC and Red Flags – Implementing an overall Export 
Compliance Program (ECP) including the elements 
recommended by BIS.

Training Auditing
Risk 

Assessment



Resources from www.bis.gov
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Resources from www.bis.gov
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Resources from www.bis.gov
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Learn & Support Page        FAQs

Training videos (11 Total)        Previous Presentations



Additional Resources from BIS
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GIVE US A CALL!  BIS counselors are available Monday–Friday 
during standard business hours. 

Outreach & Educational Services    
Washington, DC              (202) 482-4811
E-mail:  ECDOEXS@bis.doc.gov
Western Regional Office  
Irvine, CA    (949) 660-0144
San Jose, CA     (408) 998-8806
     

mailto:ECDOEXS@bis.doc.gov


What is Acceptable Risk?
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Questions?
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Thank You!
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