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Why is Know Your Customer (KYC)
Important?

Various requirements of the EAR are dependent upon a person’s
knowledge of the end-use, end-user, ultimate destination, or other
facts relating to a transaction or activity. These provisions include
the nonproliferation-related “catch-all” sections and the prohibition
against proceeding with a transaction with knowledge that a
violation of the EAR has occurred or is about to occur.
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Questions to Ask

* [s my customer listed on a U.S. Government proscribed list?
* [s this a normal transaction/does the transaction make sense?

* Are there any red flags?
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Basic Red Flags

* The customer or purchasing agent is reluctant to offer information about
the end-use of a product.

* The product’s capabilities do not fit the buyer’s line of business/buyer has
little or no business background.

* The product ordered is incompatible with the technical level of the country
to which the product is being shipped.
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Basic Red Flags

* The customer is unfamiliar with the product’s performance characteristics
but still wants the product.

* Routine installation, training, or maintenance services are declined by the
customer.

* A freight forwarding firm is listed as the product’s final destination.
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Addressing Red Flags

* Don’t self-blind
* Employees need to know how to handle “Red Flags”

* Reevaluate all the information after the inquiry

TR PN T L RS R W T R TR

MARCH 18-20, 2025




BUREAU OF INDUSTRY AND SECURITY

UPDATE CONFERENCE ON EXPORT CONTROLS AND POLICY

BIS Identification of Parties/Transactions of
Concern

Project “Red Flag” “Is Informed” Public Proscribed
Guardian Letter Letter Party
Request
Action BIS notification of red flag (i.e., | Individual notice Dependent upon
knowledge of a high probably of a license requirements of list (e.g.
that a violation may occur) requirement license requirement for
parties on Entity List)
Who s Recipient of Recipient of Recipient of BIS Any person involved in a
Impacted BIS Project BIS “red flag” | “is informed” transaction subject to
Guardian letter letter the EAR
request
Responsibility | Resolve red flags to proceed Submit a license Submit license
application as application if required
required by letter by EAR or comply with
other EAR requirements
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Consolidated Screening List (CSL)

Consolidated Screening List (CSL) is

()5 TE LR TR —————— Y- a list of parties for which the United
P States Government maintains
Data Visualization | Dl e restrictions on certain exports,
CSL SEARCH reexports, or transfers of items. The
o list consists of multiple export

Search the Consolidated Screening List (CSL) ] ’
screening lists of the Departments of

Commerce, State, and Treasury and is

Search all the screening lists at one time by filling in the search boxes below.

If you get too many results, try including more information to the additional fields. If you get too few results, try searching one field .

updated daily.

Name

Search for an entity's name or one of its alternative names. htt [ / / t d / d t -
PS://WWW.Ir'dde.gov/ddtd

visualization/csl-search
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Red Flag: Transshipments & Reexports

Example:

An exporter cannot bypass the U.S. embargo against Iran by shipping an
item to a distributor in the United Kingdom and asking the distributor to
transship the item to a customer in Iran. Under U.S. law, this would be
considered an export to Iran, even though it does not go directly to that
country, and both the U.S. exporter and the United Kingdom distributor
could be liable for violating U.S. law.
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Best Practices for Resale /Reexport

e Determine ECCN of product and applicable restrictions, provide to your customer.

* Research your customer using all available information. Request an end-use
certification from your customer, retain copies of all documents and
communications.

* Exercise caution if you cannot resolve any red flag indicators - seek an export
license or advisory opinion, refrain from the transaction, notify BIS Export
Enforcement.
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Freight Forwarder Guidance and Best Practices

* Ensuring that the transaction, transportation, and the Electronic Export
Information (EEI) filing in 15 CFR 758.1 are consistent with the license or license
exception.

* Retaining records as required in 15 CFR 762, including documentation to support
the information reported to the AES, communications, shipping documents,
licenses, and other documents related to the shipment.

https://www.bis.gov/freight-forward-guidance
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https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C/part-758/section-758.1
https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C/part-762
https://www.bis.gov/freight-forward-guidance
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Exporter Red Flags for Freight Forwarders

* Exporter/U.S. Principal Party of Interest (USPPI) routinely omits required EEI
data elements, especially ECCN/EAR99 and license authorization type.

* Power of Attorney or other written authorization to file is not provided.

* Transaction is paid for and/or arranged by a company in a country different than
the destination of the export and with no apparent connection to the transaction.
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Freight Forwarder Red Flags for Exporters

* Forwarder does not provide EEI filing report upon request.

 EEI filings made by forwarder on behalf of the exporter /USPPI routinely contain
inaccurate information.

* Forwarder routinely uses exporter/USPPI information for AES filings the
exporter/USPPI did not authorize.

https://www.census.gov/foreign-trade/aes/ace-export-reports.html
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Joint Alerts

[ssued more than a dozen joint alerts/advisories/compliance notes with
Treasury, State, Justice, and Homeland Security

* [ran’s Unmanned Aerial Vehicle-related Activities

* Iran Ballistic Missile Program

* Voluntary Self-Disclosures

» Evasion of Export Controls Globally

* “Know Your Cargo”

* Obligations of Foreign-Based Persons
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BIS Issued Guidance

* Guidance to Industry on BIS Actions Identifying Transaction Parties of
Diversion Risk

* Guidance to Financial Institutions on Best Practices for Compliance with
the EAR

* Export Compliance Resources for Academic Institutions
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BIS Resources: Online Guidance

KYC and Red Flags - Implementing an overall Export

E t
Compliance Program (ECP) including the elements Con}:[[))l(i);nce
recommended by BIS. Guidelines

The Elements of an Effective
Export Compliance Program

Risk

_ Assessment | iraining L Auditing
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Resources from www.bis.gov

63 Bureau of Industry and Security Enter keyw ’ ’ n ct Notificatio

Regulations Learn & Support News & Updates ©  Licensing AboutBis

Quick links

Enforcement

Export Enforcement protects and promotes U.S. national security by
aggressively investigating violations of export control and antiboycott
regulations and by partnering with industry and academia to facilitate
compliance with those regulations.

Recent enforcement actions -

Export Enforcement: 2024 Year in Review > tip >

Subscribe to the enforcement e-mail list >

Export Enforcement: 2023 Year in Review ->

Our mission is singular and essential: we work to keep our
country’s most sensitive items out of the world’s most dangerous
hands.

Enforcement leadership & program Reporting violations Consolidated Screening List
offices
If you discover a potential violation, you can either The Consolidated Screening List is a searchable and
report it confidentially or submit a voluntary selF. downloadable file that consolidates export screening
Learn about the programs and offices under Export disclosure (VSD) to aid exporters in penalty reduction lists of the Departments of Commerce, State and the
Enforcement and our leadership. and support BIS Enforcement in handling non Treasury into one spreadsheet to assist in screening
compliance matters. potential parties to regulated transactions
Read more > Learn more > View Consolidated Screening List >
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Enforcement leadership & program
offices

Learn about the programs and offices under Export
Enforcement and our leadership.

Read more »

Export violations

Access a database containing information about
documented cases of individuals or entities involved
in violations related to the export of controlled goods
and technologies, providing insights into enforcement

actions and compliance issues.

View export violations -

Reporting violations

If you discover a potential violation, you can either
report it confidentially or submit a voluntary self-
disclosure (VSD) to aid exporters in penalty reduction
and support BIS Enforcement in handling non-
compliance matters.

Learn more &>

Charging letters

Explore a collection of official letters and documents
outlining specific charges and allegations brought
against individuals or entities involved in export
control violations. These documents offer detailed
information on the legal aspects and allegations
associated with export enforcement cases, promoting
transparency and understanding of the enforcement
process.

View charging letters -

Consolidated Screening List

The Consolidated Screening List is a searchable and

downloadable file that consolidates export screening
lists of the Departments of Commerce, State and the

Treasury into one spreadsheet to assist in screening
potential parties to regulated transactions.

View Consolidated Screening List -

Enforcement policy memos & industry
guidance

Documents that outline the agency's guidelines and
procedures for enforcing export control laws and
regulations, providing clarity on how violations and
penalties are handled.

See policy memos >
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Resources from www.bis.gov

Learn & Support Page SHRRERE e mplcs FAQS Classification of ltems Subject to
the EAR
e ol i ) . Encryption FAQs
Cuba FAQs

Hong Kong, China FAQs
Hong Kong, China Recordkeeping
FAQS
EAR Definitions, Technology and
Software, Fundamental Research,
and Patents FAQs
BIS 232 FAQs
SNAP-R FAQs

llllllllll

Training videos (11 Total) Previous Presentations

QéL R 9 SuPR BUREAU OF INDUSTRY AND SECURITY

2023 UPDATE CUNFERENCE DN EXPORT CDNTRULS AND POLICY

PAR 5 ATIONAL AND GLOBAL SEC

SNAP-R: How to Setup an Account SNAP-R: Classification Requests
Video with Audio Descriptions Video with Audio Descriptions

NOVEMBER 28-30

— N —

An Introduction to Specially Designed
Video with Audio Descriptions
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Additional Resources from BIS

GIVE US A CALL! BIS counselors are available Monday-Friday
during standard business hours.

Outreach & Educational Services
Washington, DC (202) 482-4811
E-mail: ECDOEXS@bis.doc.gov

Western Regional Office

Irvine, CA (949) 660-0144
San Jose, CA (408) 998-8806
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What is Acceptable Risk?

SWIM AT OWN
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Thank You!
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